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Leader

inthe detection of cyber threats_

Gartner.
Magic Quadrant™

Gatewatcher is
named a Visionary

In Network Detectjon
and Response rating
T3 ratings as date 06/2025*

Gartner
4,7/5 Peer Insights.
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49 Harnessing the Power of
Gatewatcher: A Look at Encrypted
Traffic Operations

We selected Gatewatcher [..] to manage our
cybersecurity needs. They delivered a first
class experience during both the integration
of the probes into our IT systems and the
subsequent post integration phase.
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Who relies on Gatewatcher NDR Platform ?_ /
Every type of company working with multiple technologies and partners \
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Gartner Gatewatcher is
. ? : Gartner
Magic Quadrant™ named a stzonary 47 / 5 peér nsights.

In Network Detection
and Response rating

A global recognition that is highlighting the uniqueness of our T ratings a date 06/2025"
technological vision

Figure 1: Magic Quadrant for Network Detection and Response

"Gatewatcher is a trusted partner that provides top
of the class services and solutions, suitable to our

1200+ @ arktrace @l needs and the ones of our most critical missions."
C u Sto m e rS @ExiHop Cybersecurity Program Manager - Government
u}
oo 1B+ o _
| @ | Protected "Vendor provided significant support during
I f rotecte @ Corelight " 8
the POC & integration phases. We

g~ ActiveAssets
deliberately selected a French company to

ensure compliance."

(I\ 900M Netgitness i @ Gatewatcher
& Trend Micro Business Manager - Insurance (except health)
K ) + ThreatBook. ®
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Stellar Cyber Y

Protected
Users =
The accuracy of the alerts and the contextual
w PRI ) details are what | appreciate most. It saves
—
i our team a lot of time."
“é Trellix o
z
S IT Security & Risk Management Associate - IT Services
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Critical infrastructure has become a strategic

strategic target

ECONOMIC
DESTABILIZATION_

Cyberattacks triggering massive market
market disruption and creating widespread
widespread supply chain ripple effects,
effects, impacting national stability.

S

GEOPOLITICAL
PRESSURE_

Adversaries utilize coercion via cyber
campaigns and influence operations to
to undermine national sovereignty and
political will.

*

SABOTAGE_

Direct physical impact causing critical

service outages, safety incidents, and
permanent equipment damage across
facilities.



Cybersecurity for critical infrastructures

00 v 1l

CONTINUITY_ RESILIENCE _ SOVEREIGNTY_

Ensure uninterrupted operations across Detect, contain, and recover quickly from Retain full national control over data and
cloud and on-premise environments, attacks. Build systems capable of security capabilities. Ensure compliance with
maintaining critical service availability withstanding shocks and adapting to new state regulations and guarantee data

regardless of external threats. vectors of compromise. locality.



Foster Zero Trust strategy and raise business cyber resilience

Benefits of a unified NDR Platform

1O

Anticipate
Threats

IDENTIFY Weaknesses before exploitation
to prevent potential breaches.

©

Reduce
Risk

DETECT & PROTECT Intrusions at an
early stage to secure the business and its
infrastructure.

e
e

Improve
Operation

AUTOMATE Threat investigation and

contextualization to streamline workflows.

¥

Take
Decisions

ACCELERATE OPERATIONS Minimize
dwell time with 360° decisions to reduce
cost of operations.




Fight threats at high speed with network flow analysis_
Ourinnovative approach

Fundamental
Visibility_
ForallyourITand OT

infrastructure deployed
on prem or cloud

£3) GATEWATCHER
Platform_
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Accurate
Detection_

Against known,
unknown and advanced
attacktechnics

Contextual
Analysis_

Foreveryalertto
quickly qualify
security event

Global

Remediation_

Based onall
existing solutions
and procedures

Autonomous

Decision Center_

With Gen Al tofocus
resources on what
matters and take
actions



The 3 Strategic Pillars

Gatewatcher NDR Platform Architecture

Decide what matters based on trusted
observations using explainable Al.

Decision
Center

Al-Assisted Security

Understand what is happening based on high
Detection visibility and facts.

Engine

Fact-Based Analysis

Capture the truth of the network and build
Sensor irrefutable evidence.

Grid
Trusted Network Truth

Al & Assessment

Explainable Al reasoning
Prioritization of threats
Human-in-the-loop validation

Risk Assessment

Analysis Capabilities

Multi-Engine Correlation
Full Kill Chain coverage
Integrated CTIl Enrichment

Early-stage detection

Visibility & Capture

Passive & Non-intrusive
Full Visibility (East-West & N-S)
Immutable data collection

Agentless architecture

NEW DIFFERENTIATOR

Strategic Outcomes

Transparent reasoning
Eliminates alert fatigue
Structured audits

Instant impact score

Advanced Features

Behavioural & Protocol Analysis
Cross-asset analysis
Reduced false positives

Contextualized forensic data

Key Advantages

Unbiased forensic data
No EDR blind spots
East-West & North-South

Irrefutable evidence
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Multi-source
Network Capture_
PUBLIC\ \

CLOUD_ )

PRIVATE
CLOUD_
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USERS & DEVICES_
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%3) DECISION CENTER

Multi-vector Multi-response with
Threat Analysis_ Human Governance_
THREAT INTELLIGENCE EXTERNAL
DATALAKE
TR BReD . @@ '(Q KNOWLEDGE BASE_
@@ N MALWARE
f @ | !Q
| ACTIONS._
® sLock
ALERTS & _ . e
Metadata 1
= VISIBILITY._ s Decti s
@ QUARANTINE
| o -
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‘ EXPLAINABLE & TRUSTED
s . & - NOISE_
EXPLOIT ~ csc g 2
b %:a. “ H ” FALSE POSITIVE_
BEHAVIOUR ANALYSIS CYBER THREAT y
INTELLIGENCE TIME SAVING, LESS FATIGUE

ACCURATE ENGAGEMENT : NDR treats every signal to
filter out noise and and produces real-time explainable and
trusted decision, focusing SOC on what matters_

GLOBAL IDENTIFICATION : NDR processes analytics
engines to raise alerts and visibility providing
exhaustive and prioritized security events_

LOCAL CONTEXT : NDR monitors, structures,
and analyses all network traffic to define
immutable and irrefutable threat evidence_
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Gatewatcher NDR revolution_

CUSTOMER REQUIREMENTS

©)

Primary Output

AlUsage

Explainability

Human Control

Data Source

Governance &
Auditability
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[3] GATEWATCHER NDR PLATFORM

v Native
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TRADITIONAL NDR

Alerts

Detection - Focused
Triage

Limited

Triage based on scoring

Often partial

Add-on



Decision Center Architecture

Network + Xsources - Detection -+ Decisions - Actions © Decision Centric Security
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#  Top evidence Trustable decision. triage by priorit
1 packets 4 Detections & ) rustable decision, triage by priority e oreheeiate SASE IAM
= Flows Q, Evidence False positive control ? . ¥ Integrations
© Metadata A Alerts ¢ Rationale D Audit trail = L]
Explainable Al
ITSM SOAR
J
External Sources (Inputs)
APl '/ Syslog
Webhooks
S ] &8 a
SIEM EDR Cloud SASE Identity
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T

Streamline NDR journey for quick benefits_
Accelerate qualification, investigation and actions

Centralize operations

UNIFY_ ASSESS_ REMEDIATE_
ACTIONS THREATS INCIDENTS

inasingle pane of glass_
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Back to basic on network traffic analysis by Gatewatcher NDR_ £3) GATEWATCHER
Accuracy starts with combining several analytics engines
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0% Impact_ Network_ Employees_
Business is Communications Workspace
secured are cleaned up is safe
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Engine combination provide full Kill Chain coverage_
No place to hide, several opportunities to catch adversaries

RECON DELIVERY INSTALLATION

& ™Y = @ ) 2
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INITIAL ACCESS EXPLOITATION
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Sigflow
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LATERAL
MOVEMENT

-

ACTION
ON OBJECTIVES
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Malcore

Powershell Detect

Shellcode Detect

DGA Detect

Al engine
Ransomware detect

Al engine
Beacon detect

Al engine

Al engine

AD Guardian

Al engine

Active CTI
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Gatewatcher NDR Platform covers all types of communications_ £3) GATEWATCHER
Technical design for Airgapped - Everything can be on prem

GCenter_Decision Center_ REFLEX_

- Built - i
A A

1 _—
1

Port : Tunnel \ Syslog/Json Active data Block
1
1

Mirroring U (IPsec) matching Quarantine
SIEM

Enrich
——————————————————————————————————————— DATALAKE .

G

API (HTTPS)

360° response

EDR FW OTHERS

USERS LAPTOPSOR IAAS
LOCAL OR SERVERS INFRASTRUCTURES
REMOTE IT/OT PRIVATE
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Ready off the Shelf_

Select, activate & run to protect your business

Production_
E/W & NJ/S

traffic

ﬁ Collect

0% Impact_
Business is
secured

easy as.

NDR

Network Detection & Response

-~ Q
-~

Analysis

L)

Remediation

APlIs

%3) GATEWATCHER

USERS_

> Notify and prevent exploitation
> Shutdown session
> Unable account

ASSETS_

> |solate
> Scan
> Shutdown

COMMUNICATIONS_

> Update perimetric security policies
> Blacklist external IP
> |solate network segment
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Al-Powered Detection and Efficiency_

Automation when appropriate _ control where required

From noise to action, from analytics to decision

The Al system that decides what matters, what

doesn’t, and what must be acted upon — across all =
network signals. :

ey

Orchestrated Response to cyber threat
Guided or automated remediation executed in
accordance with predefined playbooks
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SOC Autonomy Levels

Like SAE autonomous driving levels — where does your SOC stand?

Autonomous Decision
Response

Autonomous Investigation
System investigates, human validates

SAL 2 Al-Assisted Triage

Al scores, human decides

SAL 1 Playbook Automation
Static IF/THEN rules

SALO Manual SOC

Humans do everything

I GATEWATCHER Gatewatcher SQalec Kit 20264

System decides & executes — governed

O

Examples / Products Human role

Decision Center Phase 3 Roadmap
Full Autonomous SOC

Oversight only

Gatewatcher Decision Center
Autonomous Decision & Response

Supervise only

Charlotte Al - Palo Alto XSIAM
Autonomous Investigation

Validate verdict

MS Copilot - Purple Al - Torq, SEKOIA, MindFlow
Al-Assisted Triage

Investigate & decide

Splunk SOAR - Tines - TheHive
Playbook Automation

Triage & decide

ELK - Graylog
Manual SOC

All manual
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The Leap to SAL4

From recommending to deciding — and executing.

Autonomous @ Agentic multi-source investigation (O] Al decides — not just recommends

Decision &

Response . Auto-executes with governance . Dual approval - Tier-0 guardrails

.Autonomouslnvestigation . SAL5 — FULL AUTONOMOUS SOC
Closed-loop system — detects, decides, acts, learns and adapts.
@ Self-evaluation — FP/FN accuracy measurement @ Auto-tuning — thresholds adjust from corrections
Al-Assisted Triage

@ External feedback — verdicts to NDR/EDR/SIEM @ Continuous learning — attack pattern memory

. Playbook Automation
Manual SOC
Only SAL 4 in market today SAL 5 = Phase 3 roadmap
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